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Introduction  
 

Hotfix Rollup Pack 3 (HRP03) for Presentation Server 4.5 and XenApp 5 for Windows Server 2003 

contains many optimizations to improve the resiliency, scalability, and performance of large-scale 

XenApp deployments. 

Understanding these optimizations and their performance improvements is critical for administrators of 

large XenApp farms.  During the analysis of the performance of HRP03, utilizing farms sized between 500 

and 1000 servers, Citrix eLabs found significant improvements in key areas of XenApp.  Highlights of 

these improvements include: 

Resiliency - Improvements in large-farm election performance reduce downtime by up to 27X following 

a data collector failure 

Scalability - 2X increase in XML server throughput when enumerating applications from Web Interface 

Performance - Up to a 93% reduction in ZDC to ZDC bandwidth during a full zone synchronization 

The focus of this white paper is to provide administrators with the technical knowledge necessary to 

deploy a resilient, scalable, and well-performing farm with HRP03.  This paper includes technical details 

into the HRP03 optimizations to provide a deeper insight into the health and correct functioning of a 

XenApp farm.  Best practices for deploying and maintaining XenApp farms will be covered, including 

summarizing existing best practices and explaining changes to these best practices as a result of HRP03.  

Finally, this paper gives detailed measurements of the performance and scalability benefits of HRP03 to 

show the importance of deploying HRP03 in enterprise XenApp farms. 
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Farm Design Recommendations  
 

Building a reliable, scalable application virtualization infrastructure starts with a well planned farm 

design.  Through extensive testing and field experience, additional best practices for large-scale XenApp 

farm design have been added to take advantage of the optimizations in HRP03. 

Historically, an HRP has been focused on delivering a cumulative package of fixes that ease the 

administrative burden of maintaining and updating XenApp servers.  HRP03 is much more significant in 

scope than previous HRPs.  Through analysis of challenging environments both in Citrix eLabs and in the 

field, Citrix identified a number of key areas in the Independent Management Architecture (IMA) service 

that could be optimized to offer customers an even more resilient, scalable, and high-performing 

experience with XenApp. 

IMA is the service responsible for managing static data, dynamic data, and all server-to-server 

communication.  Static data is maintained in a SQL database known as the IMA data store, and IMA 

maintains all application and server settings in this database.  Dynamic data includes session and load 

information used for load balancing and management. 

Zones and Zone Data Collectors 
In IMA, zone data collectors (ZDCs) aggregate and process dynamic data.  For fault-tolerance, IMA 

selects a zone data collector in each zone via a leader election algorithm.  If at any time the current data 

collector becomes unreachable or unresponsive, any server in the zone can trigger an election and cause 

the selection of a new zone data collector.  Data collectors are elected based upon the preferences 

discussed laterτany XenApp server in the farm can become data collector if all higher-ranked servers 

are unavailable. 

Elections also occur due to network splits.  If a remote site loses network connectivity to the rest of the 

farm, the servers in that site trigger an election, as the data collector is now unreachable for servers in 

the remote site.  In this case, the zone splits and remote servers temporarily elect their own data 

collector.  Once network connectivity is restored, another election occurs to merge the two zone 

partitions into one. 

Note: Where a smŀƭƭ ƴǳƳōŜǊ ƻŦ ǎŜǊǾŜǊǎ ŜȄƛǎǘ ƛƴ ŀ ōǊŀƴŎƘ ǎƛǘŜ ƻǊ ƭƻŎŀǘƛƻƴΣ /ƛǘǊƛȄΩǎ ōŜǎǘ ǇǊŀŎǘƛŎŜ is to add 

those servers to larger, parent zones to improve scalability rather than designating a distinct zone. 

After each zone data collector election, member servers and remote zone data collectors replicate their 

dynamic data to the newly-elected server.  This includes load and session information and can range 

from a few kilobytes in small farms to several megabytes in large deployments. 

Zone Design 
Because the session and load information within a XenApp farm can grow quite large in enterprise 

deploymentsτup to several megabytesτ to ensure a scalable and resilient XenApp farm, it is 

imperative that administrators correctly design zones based upon their network topology. 
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When designing zones, the most important variables to consider are latency and bandwidth.  As 

illustrated in the diagram below, XenApp member servers replicate their dynamic data to the ZDC of 

their zone.  XenApp then uses a star topology for replication among zonesτeach ZDC replicates all of its 

ȊƻƴŜΩǎ ŘȅƴŀƳƛŎ Řŀǘŀ ǘƻ ŀƭƭ ƻǘƘŜǊ ½5/ǎ ƛƴ ǘƘŜ ŦŀǊƳΦ  ¢ƘǳǎΣ ƛǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ŘŜǎƛƎƴ ȊƻƴŜǎ ǎƻ ǘƘŀǘ ǘƘŜǊŜ is 

adequate bandwidth among ZDCs.  For further details on bandwidth requirements, reference 

CTX114843 on the Citrix Knowledge Center.. 

 

 

The lower the bandwidth and the higher the latency, the longer a farm takes to resynchronize the 

dynamic data among zones after an election.  While you will note significant improvements in inter-DC 

bandwidth in the section Election Performance with HRP03, the historical recommendations with regard 

to farm design have not changed.  It is still important to minimize the number of zones in your farm, due 

to the fact that each data collector synchronizes all dynamic data with every other data collector in the 

farm.  Create zones for major datacenters in different geographic regions.  Smaller remote sites and 

branch offices that do not have adequate bandwidth to the other zones should be aggregated as part of 

larger zones. The amount of bandwidth and the impacts of latency are highly dependent on the 

particulars of your XenApp deployment.  An example is provided in the International Deployment 

scenario in the Election Performance with HRP03. You can use the total amount of bandwidth utilized in 

the election performance scenarios to help understand the speed at which your siteΩǎ ƭƛƴƪ can complete 

full replication of dynamic data. 

Zone Data Collector  Selection 
XenApp provides four preferences for each server: Most Preferred, Preferred, Default Preference, and 

Not Preferred.  The first server installed in a zone defaults to Most Preferred, while subsequent servers 

default to Default Preference.  For more information on zone data collector preferences and the ZDC 

election process, refer to CTX112525 in the Citrix Knowledge Center. 

Citrix recommends selecting one or more servers as backup data collectors by setting their election 

preference to Preferred, in addition to setting the primary data collector to Most Preferred preference.  
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Keep in mind that any server can become a data collector regardless of its preferenceτeven a Not 

Preferred server becomes a data collector if all higher-ranked servers are unavailable. 

For large farms, Citrix recommends having dedicated primary and backup data collectors.  The servers 

assigned these roles should not have any applications published on them; this ensures that user load 

does not interfere with data collector performance. 

Note: Administrative tools, such as the Access Management Console and Presentation Server Console 

can place significant load on the servers on which they are run and pointed to.  For this reason, Citrix 

recommends enterprise customers with over 100 servers use the consoles only on non-infrastructure 

servers. 

These best practices do not change with HRP03, however there are some new design considerations as 

to the number of Most Preferred and Preferred servers you designate. 

New Design Considerations  

Setting correct election preferences for servers is more important than ever with Hotfix Rollup Pack 3, 

because HRP03 optimizes farm behavior to allow data collector elections to occur more quickly when 

servers are designated as Most Preferred or Preferred.  These improvements are discussed in the 

section Optimizing Election Performance.  

As a result of the changes in HRP03, consider the following criteria when selecting election preferences: 

 At a minimum, designate at least one Most Preferred and one Preferred server per zone. There 

is no hard limit to the number of servers you can designate as Most Preferred or Preferred, but 

setting a large number of servers with high election preferences results in greater network 

traffic within the zone. 

 Where a single zone spans multiple physical sites, for best resiliency, place one Preferred 

preference server in each remote site or branch office.  This minimizes downtime in the case of 

network failure between the primary zone data collector and remote site.  Default and Not 

Preferred servers can still become zone data collectors if no higher-ranking server is reachable.  

Zone data collector elections occur more quickly when Most Preferred or Preferred servers are 

elected. 

 In the case a single zone is spread across many WAN links, and you cannot designate one 

Preferred preference server in each site, to ensure the HRP03 servers with Default Preference 

are always ranked higher, set non-HRP03 servers to Not Preferred. 

 

Note: A common misconception is that newer versions of XenApp automatically become zone data 

collectors in a mixed farm.  This is not true, and in a mixed farm, in order to gain the election resiliency 

and performance benefits of HRP03, you must explicitly designate HRP03 servers as higher preference 

than non-HRP03 servers. 
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Mixed Farm Implications and Considerations  
 

Citrix supports, but does not recommend, multiple versions of XenApp or Presentation Server running in 

a single farm for an extended period of time.  Mixed farms are generally used during the transition 

period when performing in-place upgrades.  If you do require mixed farms, use them for the shortest 

reasonable period of time. 

Note: XenApp 5.0 for Windows Server 2003 and XenApp 5.0 for Windows Server 2008 contain different 

feature sets, so a farm consisting of both versions is considered a mixed farm. Web Interface can be 

effective in bridging farms of multiple XenApp versions, allowing administrators to take advantage of the 

unique features of each version while ensuring the transition is seamless to users. 

New Design Considerations  

Citrix recommends you install HRP03 on all servers running Presentation Server 4.5 and XenApp 5 for 

Windows Server 2003.  At a minimum, install HRP03 on all primary and backup zone data collectors, 

XML servers, and the primary and backup Farm Metric Servers.  For additional resiliency improvement, 

upgrade the entire farm to HRP03. 

The IMA optimizations in HRP03 have been validated and are supported in mixed farms. However, 

mixed farms experience only limited benefits from these new optimizations.  Refer to the following 

chart for details of the mixed farm limitations: 

Minimum Mixed Farm Requirements Hotfix Rollup Pack 3 Optimizations 

Hotfix Rollup Pack 3 on all infrastructure servers 
(primary and backup zone data collectors, XML 
brokers, farm metric servers, and data store 
servers) 

Election Alerting Event Log*  and Perfmon Counters 

9ƭŜŎǘƛƻƴ ά.ƭŀŎƪ IƻƭŜέ tǊƻǘŜŎǘƛƻƴ 

Election Performance Optimizations**  

Application Enumeration Performance 
Optimizations 

Application Resolution Performance Optimizations 

Static Data Broadcast Batching**  

Dynamic Data Replication Optimizations** 

Hotfix Rollup Pack 3 on all servers in a zone Election Storm Mitigation 

Hotfix Rollup Pack 3 on all servers in the farm Data Store Corruption Fixes 

Improved Offline Server Detection 

* - Election sources may not be reported correctly in a mixed farm.  

** - These features offer only partial performance benefits in a mixed farm. 

The IMA optimizations in HRP03 are currently only available for the Windows Server 2003 platform, and 

are not yet available for XenApp 5 for Windows Server 2008.  If you require a mixed farm with more 

than 100 servers and multiple versions of XenApp, Citrix recommends that you use XenApp 5 for 

Windows Server 2003 with HRP03 for the primary and backup zone data collectors, as well as all XML 

servers, to take advantage of the large farm optimizations in HRP03. A backup zone data collector is 
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considered to be any server that is not the active ZDC, but designated with a Most Preferred or 

Preferred election preference. 

Zone Election Improvements and Farm Impact  
 

As stated in the previous sections, zone data collector elections are a key component of ensuring there 

is no single point of failure in a XenApp farm.  The following are the various improvements HRP03 offers 

to the resiliency and performance of zone data collector elections in XenApp. 

Resiliency Optimizations  

%ÌÅÃÔÉÏÎ Ȱ"ÌÁÃË (ÏÌÅȱ 0ÒÏÔÅÃÔÉÏÎ 

The IMA service consists of multiple thread pools dedicated to specific tasks.  Some of these include: 

 IMA worker threads are responsible for handling recurring tasks (such as load updates). 

 Resolution threads are responsible for application resolutions, where the least-loaded server is 

calculated when a user launches a new application. 

 RPC threads are responsible for incoming requests from command-line tools and SDKs. 

 IMA transport threads are responsible for receiving incoming messages from remote servers 

through the IMA TCP socket and dispatching these requests to the IMA worker and resolution 

threads. 

!ƴ ŜƭŜŎǘƛƻƴ άōƭŀŎƪ ƘƻƭŜέ ŎƻƴŘƛǘƛƻƴ ŜȄƛǎǘǎ ǿƘŜƴ ŀ ǎŜǊǾŜǊ ŜȄǇŜǊƛŜƴŎŜs a partial failure rendering it unable 

to perform the tasks of a zone data collector, yet it continues to win elections, causing an outage.  The 

solution is the addition of internal self-checks to IMA thread pools and memory usage to ensure that an 

unhealthy server does not become a data collector.  If the IMA worker thread pool is unresponsive for 

five minutes, or the resolution thread pool is unresponsive for two minutes, the checks fail and the 

following message is written to the event log: 

ά¢ƘŜ /ƛǘǊƛȄ Independent Management Architecture (IMA) Service is unresponsive. This server has 

been removed from participation in farm activity and data collector elections. To restore this 

ǎŜǊǾŜǊΣ ǊŜǎǘŀǊǘ ǘƘŜ La! {ŜǊǾƛŎŜΦέ 

Election Storm Mitigation  

In extreme circumstances, election storms can occur when zone data collector elections are 

unnecessarily triggered due to network issues or high load.  This results in downtime for the end users 

connecting as the data collectors constantly rebuild dynamic data, preventing them from load balancing 

incoming user requests.  To prevent election storm conditions, adjustments have been made to the 

election triggering algorithm over the past few releases, as illustrated in the following table. 
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XenApp Release Condition to trigger a ZDC election 

Presentation Server 3.0 and Earlier Any single message failure 

Presentation Server 4.0 HRP02 and Later Any single non-application resolution message 
failure 

HRP03 for Presentation Server 4.5 and XenApp 5 
for Windows Server 2003 

Continuous message failures for x seconds, where: 

 x depends on the role of the message 

 x temporarily increases following an 
election 

 

In Presentation Server 3.0 and prior, any single message failure could trigger an election.  This caused 

problems due to some messages having extremely short timeouts (such as application resolution 

messages used to calculate the least-loaded server for load balancing) and sensitivity to the 

performance of the existing network infrastructure.  In HRP02 for Presentation Server 4.0, these 

messages were excluded from the election-triggering algorithm. 

HRP03 for Presentation Server 4.5 and XenApp 5 for Windows Server 2003 goes a step further by adding 

the notion of election thresholds.  Instead of allowing a single message failure to trigger a ZDC election, 

a continuous message failure for a certain threshold is required.  This threshold depends on the role of 

the messageτa message originating from an action in the administrative console can be less important 

than an application resolution failure.  The thresholds are also dynamic: immediately following an 

election, the threshold values are temporarily raised to prevent election storms.  This also helps to 

isolate specific serversτfor example, one server with an intermittent NIC issue is not able to constantly 

trigger elections to hurt the reliability of an entire zone. 

The threshold values vary from as low as 15 seconds for failed resolution messages, to as high as two 

minutes and 30 seconds for administrative messages that fail during a period of rapid elections.  In a 

mostly idle farm, there may not be frequent enough message failures to reach these thresholds.  To 

ensure elections occur quickly, despite the additional delay of the thresholds, HRP03 adds active 

monitoring of the data collector.  Up to four servers are selected based on their election rankingτthe 

four servers immediately lower than the current ZDC are responsible for monitoring.  These servers ping 

the data collector every 10 seconds.  If a complete ZDC failure occurs in an HRP03 farm, elections occur 

quickly due to this constant monitoring. 

HRP03 supports an update to the QueryDC tool:  adding a ςt option to view the election thresholds. This 

update is included in XenApp 5 for Windows Server 2003 and is also available at CTX106317 on the Citrix 

Knowledge Center.   
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QueryDC also shows the four different message roles used by HRP03 to calculate the thresholds.  These 

roles are explained in the table below. 

Role Purpose 

Urgent Urgent elections occur when a higher-ranked ZDC comes online, ZDC preferences are 
ŎƘŀƴƎŜŘΣ ƻǊ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŜȄǇƭƛŎƛǘƭȅ ŦƻǊŎŜǎ ŀƴ ŜƭŜŎǘƛƻƴ ǿƛǘƘ άvǳŜǊȅ5/ ςŜέ 

Resolution Resolution messages include those used to perform an application resolution, where 
the least-loaded server is calculated for a ƴŜǿ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ 

IMA IMA messages are used for all other IMA tasks, including administrator actions 

Pings Pings are used by IMA to actively monitor the ZDC, and can be sent from the four 
servers immediately lower-ranked than the current ZDC 

 

 

Optimiz ing Election Performance  
Four optimizations improve election performance in HRP03: 

Dynamic Data Reduction ς To improve the recovery time following a ZDC failure, the amount of 

dynamic data that must be rebuilt has been reduced in HRP03.  To do so, the LMS_APP tables have been 

removedτthese tables could be seen with QueryDS and were responsible for tracking the mappings 

between applications and servers.  Each server replicates one record for every application published on 

it, causing the bandwidth utilization during full synchronization to scale with the number of applications 

times servers in the farm.  These records were replicated to all data collectors in the farm and used as 

the first step in calculating the least loaded server upon application resolution.  As these mappings are 

really static, HRP03 builds an in-memory cache using application/server mappings from the Local Host 
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Cache (LHC) instead.  This eliminates the need to replicate these mappings over the network following 

an election. 

Dynamic Data Batching ς HRP03 adds further batching for dynamic data replication.  This helps in cases 

of high-latency WANs between zones.   The following section, Election Performance with HRP03, 

explains the bandwidth differences between HRP03 and prior releases, as well as the impact of latency 

and bandwidth restrictions on HRP03.   

Backup Data Collector Connections ς Prior to HRP03, member servers only have one socket open to its 

ZDC.  When a ZDC failure occurred, to rebuild the dynamic data, the backup ZDC performed DNS lookups 

for all member servers in its zone and established TCP sockets to them before replication occurred.  In 

some environments, this could take a substantial amount of time.  HRP03 member servers now keep 

sockets open to all Most Preferred and Preferred-ranked servers in a zone.  However, the number of 

backup ZDCs directly impacts the amount of inter-zone network traffic.  There is no hard limit to the 

number of servers you can designate as Most Preferred or Preferred, but setting a large number of 

servers with high election preferences results in greater network traffic within the zone. 

Election Thread - Finally, HRP03 adds a dedicated election thread, so that ZDC elections do not contend 

with operations in any of IMAΩs other thread pools.  This improves resiliency in the case of elections 

during periods of high load. 

Election Performance  with HRP03  
To evaluate the election performance benefits of Hotfix Rollup Pack 3, Citrix eLabs simulated three 

large-farm customer scenarios: 

 High-Density Deployment ς A typical customer scenario with 50,000 users on a single farm 

 International Deployment ς A single XenApp farm separated into five sites 

 Single Zone Deployment ς A single-site customer with an extensive application virtualization 

deployment 

To measure the performance of HRP03, Citrix Presentation Server 4.5 FP1 was used as a baseline.  FP1 

includes HRP1 on the server-side installation and is referred to as HRP01 throughout the rest of this 

paper.  The zone data collector and XML servers for these tests utilized an HP DL360 G5 with 4 GB of 

RAM with dual quad-core 2.0 GHz processors.  The data store utilized Microsoft SQL Server 2005 running 

on an HP DL360 G5 with 4 GB of RAM and a quad-core 1.6 GHz processor. For all tests performed, load 

sharing was enabled.   

Note: Best practices dictate disabling load sharing if Zone Preference and Failover (ZPF) policies are in 

use.  Using ZPF policies with load sharing disabled results in the least amount of inter-ZDC 

communications and reduces data collector load. However, if ZPF policies cannot be used, leave load 

sharing enabled for best performance. 
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High-Density  Deployment  

The high-density scenario consists of a 1,000 server farm, 50,000 sessions, 500 applications published to 

each user, and two zones.  The intent of this test is to identify the impact of sessions on election times in 

large farm environments.  The comparison in this chart shows a 6X improvement in the replication time 

of dynamic data with HRP03.  In addition, bandwidth has been reduced in the local zone by 56%, and 

inter-zone traffic has been reduced by 92% when comparing to HRP01. 

These bandwidth charts contain two columns, one for local zones and one for remote ZDCs.  Local zone 

traffic represents server communication to the data collector, while remote ZDC traffic represents the 

bandwidth between the local ZDC and the remote ZDCs during the election and replication process. 

   

 

The drastic reduction in inter-zone data transfer is due to the additional batching of dynamic data in 

HRP03.  IMA is now much more efficient in replicating the 50,000 session records over the WAN. 

International Deployment  

The international scenario comprises of a 1,000 server farm, 20,000 sessions, 500 applications, and five 

zones.  The intent of this scenario is to identify the impact of zones on election times.  This comparison 

shows a 27X improvement in the replication time of dynamic data with HRP03.   In addition, bandwidth 

has been reduced in the local zone by 98%, and inter-zone traffic has been reduced by 93% when 

comparing to HRP01. 
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Lǘ ƛǎ ŜȄǘǊŜƳŜƭȅ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ /ƛǘǊƛȄΩs recommendation of minimizing 

the number of zones is not affected by these improvements.  This graph shows 1.5 MB of WAN traffic 

between zones when an election occurs in only one of the five zones.  In this scenario, the election 

occurred in a zone with 4,000 sessions (the 20,000 sessions in the farm were distributed equally among  

five zones), yet the WAN traffic to remote ZDCs was half that of the previous high-density scenario, 

where an election occurred in a zone with 25,000 sessions.  Therefore, additional zones do not improve 

XenApp scalability to a larger number of users.  Only create zones to improve performance and 

resiliency in farms spread across multiple geographic areas. 

The previous test illustrates performance in a LAN environment, without bandwidth or latency 

limitations.  The next comparison shows the same scenario, but with 150 milliseconds of latency and a 

bandwidth limitation of 1.5 Mbps (the equivalent of a T1), versus the LAN environment from the 

previous graph. 
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Single Zone Deployment  

The single zone scenario consists of a 500 server farm, 5,000 sessions, one zone, and 2000 applications 

published to all servers in the farm.  The intent of this test is to identify the impact of applications on 

election times.   This comparison between XenApp 5.0 HRP03 and Citrix Presentation Server 4.5 FP1 

shows the 2X improvement in the replication time of dynamic data with HRP03 and the 69% percent 

reduction in total data transferred.  
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The performance gains in the single zone deployment are primarily due to the removal of the LMS_APP 

tables.  Note that these results only measure local zone trafficτthere is no remote zone traffic, as this 

scenario is a single zone farm. 

 

Application Enumeration and Resolution  Optimizations  
 

The following two key areas of performance impact the end-user experience prior to application launch: 

 Application Enumeration is the process of returning a list of applications on a farm.  Application 

Enumeration is performed entirely on the XML server.  There are two types of enumerations, 

which can be seen as separate Performance Monitor counters on the XML servers: 

o Filtered enumerations are performed by Web Interface and the XenApp Plugin for 

IƻǎǘŜŘ !ǇǇǎ ŀƴŘ ŦƛƭǘŜǊ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ōȅ ŀ ǳǎŜǊΩǎ ŎǊŜŘŜƴǘƛŀƭǎ. 

o Unfiltered enumerations are performed by Program Neighborhood to return all 

applications on a farm. 

 Application Resolution is the process of calculating and returning the address of the least-

loaded server for a given application.  Application resolution messages are sent to the XML 

service and forwarded to the zone data collector.  The cost of application resolution includes 

querying load from remote zones, finding the least-loaded server, evaluating Zone Preference 

and Failover policies, and returning the address of the resolved server. 

HRP03 improves the scalability of these operations in XenApp.  While under light load, the individual 

user experience is roughly the same as before. HRP03 offers better concurrency to handle peak logon 

periods in large environments. 

XML Server ς HRP03 applies more intelligent caching of Security Identifiers (SIDs) used for security 

checks in the IMA Service located on the XML servers. In earlier releases, customers with tens of 

thousands of users might experience cache thrashing when the number of user and group SIDs 

exceeded the size of the cache. This resulted in additional domain controller lookups when the SIDs used 

for application filtering were not present in the cache. In Hotfix Rollup Pack 3, the caching algorithm has 

been enhanced to minimize the number of lookups, which improves logon times for Web Interface and 

the XenApp Plugin for Hosted Apps. 

Application Resolution Messages ς HRP03 reduces the number of messages required for application 

resolution, resulting on lower load on ZDCs during peak logon periods, and thus higher throughput. 

In-Memory Cache for Application Resolution ς In the past, the application resolution algorithm on ZDCs 

used the Local Host Cache (LHC) to get server and application information.  As the LHC is a single-

threaded Access database, during high load, there could be contention among application resolutions 

querying the LHC and other simultaneous actions on the ZDC.  Now, to eliminate contention with the 
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LHC, all of the data needed to calculate the least-loaded server is kept in in-memory caches on all ZDCs.  

The memory impact of this additional cache is negligibleτin the largest farms, the additional data is less 

than one megabyte. 

Asynchronous Pings for Offline Server Detection ς HRP03 now provides asynchronous ping messages 

used to detect offline servers.  This is important, because it is possible for a customer to experience a 

catastrophic failure that affects many serversτfor instance, a UPS or switch failure could eliminate an 

entire rack of servers.  In this case, dozens of member servers could simultaneously go offline.  In the 

past, the IMA ping logic was synchronousτZDCs could only check servers one at a time to determine 

whether they were online.  HRP03 can check all member servers in the zone in parallel with 

asynchronous ping messages, such that if a large number of servers simultaneously go offline, all are 

quickly removed from load balancing. 

Application Limits ς Hotfixes PSE450R03W2K3021 (for 32-bit) and PSE450R03W2K3X64014 (for 64-bit), 

released shortly after HRP03, address the scalability of load balancing with application limits enabledτ

both farm-wide and per-user.  The results in the next section show drastic performance improvements 

with this hotfix on applications with limits enabled.  Citrix recommends applying this hotfix on any ZDCs 

for farms using application limits. 

This hotfix reduces the number of memory allocations performed by the application limit checks.  

Previously, on farms with thousands of sessions, megabytes of memory were temporarily allocated at 

each application resolution, resulting in memory spikes, high CPU load, and poor scalability on multiple-

CPU systems.  This hotfix optimizes the algorithm to calculate application limits and eliminates these 

issues. 

 

Application Enumeration and Resolution  Performance  
 

The application resolution time is dependent on the number of servers to which an application is load 

balanced. This is due to the zone data collector searching the entire list of servers in order to find the 

least loaded server. When comparing resolution times from HRP03 to CPS 4.5 FP1, single Web Interface 

resolution times are 49 milliseconds faster and Program Neighborhood resolution times are 15 

milliseconds faster.  HRP03 offers a slight improvement in these areas, but this is not a noticeable 

impact under light load. 
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Similarly, application enumeration did not show a substantial change in performance.  It was 

determined that application enumeration time is primarily dependent on the number of filtered 

applications and is not substantially affected by farm size or the total number of applications in the 

farm.  The testing was performed on a 500-server farm with 500 applications published on all servers, 

and 50 filtered applications for the user utilized in testing.  There is no significant deviation in times 

between XenApp 5 HRP03 and CPS 4.5 FP1.  Below is the time that it takes for a single user to obtain a 

list of filtered applications.   

 

IwtлоΩǎ Ƴŀƛƴ ƛƳprovement comes at peak logon times and shows an ability to sustain a higher number 

of user connections with the same hardware.  The following measurements show the scalability of 

HRP03 by measuring the maximum sustained user rate of application enumerations and resolutions. 

The application resolution metrics were collected using Web Interface connections through multiple 

XML servers. This was done because the ZDC can scale to a larger number of user connections than a 

single XML server. 
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Note: Small farms of under 100 servers can usually use zone data collectors as XML servers.   However, 

to handle peak load large farms may require multiple dedicated XML servers.  Monitoring the utilization 

of XML servers and ZDCs is critical to maximizing your ZDC performance.  Adding additional XML servers 

can improve performance when the ZDC is not the limiting factor. 

The following chart shows the improvements in application resolution scalability. With HRP03, the 

throughput of a single data collector has increased by 39%. This allows for a better end-user experience 

during peak logon times.  The scalability increase in concurrent resolutions is due to both the reduction 

in LHC access and the increased performance of single resolutions. 

One feature that has a significant impact on your resolution performance is application limits.  The 

following chart below shows the impact on both HRP01 and HRP03, and the improvements to 

performance that PSE450R03W2K3021 and PSE450R03W2K3X64014 offer.   

 

With HRP03, significant improvements to the scalability of application enumeration have been made.  

Now, one XML server can perform over twice as many enumerations per second as previous releases.  

Application enumerations have no impact on the ZDC while resolutions do.  Citrix recommends load 

balancing between a sufficient number of XML servers to ensure a good user experience on 

enumeration.  When performance from HRP03 is compared to HRP01, the throughput of enumerations 

has increased by 2X. 
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Static Data 
 

HRP03 includes optimizations to IMA static (configuration) data to improve the performance in large 

farms and to reduce instances of data store corruption. 

Static Data Broadcast Batching  

Changes to static data (such as farm, server, and application settings) can place a large load on the ZDCs 

of a farm.  Many common administrative tasks are actually hundreds of updates to the IMA data store.  

These include: 

 Changing a farm-wide setting ς Each server that inherits the setting must update its server 

settings object. 

 Renaming a zone ς Each server object must be updated to reference the new zone name. 

 Removing a server from the farm ς For each application published on the server, the 

application object must be updated to remove the server mapping. 

To reduce the ZDC load, HRP03 delays and batches static data updates to combine multiple updates into 

a single message.  This process is illustrated in the following diagram. 
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Note that the maximum delay between any management console change and a remote zone member 

server update is 10 seconds.  Administrators may notice a slight delay between publishing a new 

application or changing application or server settings, but this should have no impact to end users. 

Reduction of Data Store Corruption  

Data store corruption occurs due to discrepancies in the IMA data store where inconsistencies occur as 

records are concurrently modified.  These inconsistencies can be fixed with the DSCheck tool, but HRP3 

offers four optimizations to minimize the occurrences of corruption. 

Read Committed Transaction Isolation ς HRP03 changes the transaction isolation level for data stores 

using Microsoft SQL Server.  Previously, IMA used Read Uncommitted isolation for all reads.  As of 

HRP03, the isolation level used for reads is Read Committed.  This adds additional locking to reduce data 

store corruption, the performance impact of which is mostly offset by the other optimizations included 

in HRP03. 

Error Handling of Deadlocked Transactions ς HRP03 improves the error handling of deadlocked 

transactions.  As synchronization mechanisms can deadlock, deadlocks can also occur between two SQL 

transactions.  In this case, to break the deadlock, SQL Server rolls back one of the transactions.  Errors in 

the handling logic for these rollbacks have been fixed in HRP03. 

Optimizations to Data Store Index Table ςHRP03 optimizes updates to the IndexTable in the data store.  

The IndexTable is one of the four tables in the IMA data store used to improve the performance of 

searches.  Previously, when updating an object in the data store, all corresponding IndexTable rows 

were deleted and reinserted.  HRP03 now only updates rows that have changed. 

Updates Using Deltas ς HRP03 also adds an optimization to improve concurrent updates to a single data 

store object by computing the delta of an update and only modifying the portions of the binary BLOBs 
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that have changed.  The following diagram illustrates how this optimization prevents corruption when 

two administrators are simultaneously modifying the same application object.  In this example, an 

ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŎƘŀƴƎŜǎ ǘƘŜ ǎŜǊǾŜǊǎ ŦƻǊ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ άa{²ƻǊŘ,έ ǿƘƛƭŜ from a different console a 

ǎŜŎƻƴŘ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŎƘŀƴƎŜǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǳǎŜǊǎΦ  

 

 

Large Farm Self-Tuning  
 

Prior to HRP03, the Automatic Farm Tuner utility was recommended to tune IMA for large farms. This 

utility sets the following four registry values on IMA zone data collectors to provide optimal 

performance to large farms: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ IMA] 

WorkQueueThreadCount (DWORD) 

IsolationWorkQueueThreadCount (DWORD) 

EventTimeout (DWORD) 
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[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ IMA\RUNTIME] 

MaxHostAddressCacheEntries (DWORD) 

New Design Considerations  

With HRP03, the default values are now self-tuning at IMA startup, so running Automatic Farm Tuner is 

no longer recommended. The MaxHostAddressCacheEntries option is now obsolete. You can continue to 

use WorkQueueThreadCount and IsolationWorkQueueThreadCount to raise the number of IMA worker 

threads, but they are ignored if the values are lower than the values calcuƭŀǘŜŘ ōȅ La!Ωǎ ǎŜƭŦ-tuning 

mechanism.  Changing the EventTimeout setting continues to override the values calculated by IMA at 

startup. 

¢ƻ ǊŜǘǳƴŜ ǘƘŜ ŦŀǊƳ ŀŦǘŜǊ ŀŘŘƛƴƎ ƻǊ ǊŜƳƻǾƛƴƎ ŀ ƭŀǊƎŜ ƴǳƳōŜǊ ƻŦ ǎŜǊǾŜǊǎ ƻǊ ŎƘŀƴƎƛƴƎ ŀ ǎŜǊǾŜǊΩǎ ŜƭŜŎǘƛƻƴ 

ranking, restart the Citrix IMA Service on all primary and backup zone data collectors. 

 

Farm Monitoring  & Stability  
 

HRP03 adds two new Event Log messages and a Performance Monitor counter to help identify and 

troubleshoot zone data collector elections. These event log messages are picked up and reported by the 

Citrix Suite Monitoring and Alerting (SMA) Service. Administrators should monitor for these messages 

using SMA, EdgeSight, or third-party monitoring tools to detect any zone data collector problems. 

Prior to HRP03, identifying the root cause of data collector elections was difficult.  Now, upon the 

triggering of any election, HRP03 servers that are elected ZDC now write the following event log 

message: 

ά! Řŀǘŀ ŎƻƭƭŜŎǘƻǊ ŜƭŜŎǘƛƻƴ ǿŀǎ ǘǊƛƎƎŜǊŜŘ ōȅ ǎŜǊǾŜǊ {9w±9wм ŦƻǊ Ȋƻƴe ZONE1. Server SERVER2 was 

ŜƭŜŎǘŜŘ ŀǎ ǘƘŜ ƴŜǿ Řŀǘŀ ŎƻƭƭŜŎǘƻǊΦέ 

When a zone data collector election occurs, the event log message alerts the administrator and 

identifies the server that first triggered the election. If unexpected elections occur without a zone data 

collector failure, use the source listed to troubleshoot the root cause: 

 If the same server is frequently listed as an election source, check the health of the server listed. 

Ensure that the server is not overloaded in terms of CPU load, memory, disk space, or network 

LκhΦ  !ƭǎƻΣ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜ ǎŜǊǾŜǊΩǎ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǎǘŀōƭŜΦ 

 If the source varies, check if the source can be narrowed down to a specific network segment or 

remote site.  This symptom frequently points to network connectivity issues. 

 If the source does not point to any specific server or site, ensure that DNS is functioning 

correctly and that all member servers can resolve the host name of the zone data collector. 
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Note: HRP03 provides an event log message for each election, but only one server is identified as the 

source of the election. Often, when an actual zone data collector failure occurs, multiple servers trigger 

an election simultaneously, but the event log message only identifies one of the servers. Thus, it is best 

to use the election source for troubleshooting only after multiple elections have occurredτa single zone 

data collector election is not cause for concern. 

As discussed previously, IMA now includes additional internal self-ŎƘŜŎƪǎ ǘƻ ǇǊŜǾŜƴǘ ŜƭŜŎǘƛƻƴ άōƭŀŎƪ 

holŜέ issues.  If IMA detects this condition, the following event log message is written: 

ά¢ƘŜ /ƛǘǊƛȄ LƴŘŜǇŜƴŘŜƴǘ aŀƴŀƎŜƳŜƴǘ !ǊŎƘƛǘŜŎǘǳǊŜ όLa!ύ {ŜǊǾƛŎŜ ƛǎ ǳƴǊŜǎǇƻƴǎƛǾŜΦ ¢Ƙƛǎ ǎŜǊǾŜǊ 

has been removed from participation in farm activity and data collector elections. To restore 

ǘƘƛǎ ǎŜǊǾŜǊΣ ǊŜǎǘŀǊǘ ǘƘŜ La! {ŜǊǾƛŎŜΦέ 

HRP03 also adds an additional performance counter, Zone Elections Triggered, which increments each 

time a server triggers a zone data collector election for its zone. This counter appears under the 

MetaFrame Presentation Server performance object. 

Finally, note that the values of the existing Zone Elections and Zone Elections Won might differ between 

HRP03 and non-HRP03 servers. Prior to HRP03, these counters incremented only when a zone data 

collector election caused the zone data collector to change. HRP03, these counters also report elections 

where the same server is re-elected as the zone data collector.  This provides visibility to member 

servers that unnecessarily trigger elections. 

Note: Additional documentation on best practices can be found in the Citrix Knowledge Center.  See 

CTX118742 for additional details on monitoring the health and stability of XenApp farms. This document 

contains best practices for all of XenApp, and has been updated to reflect the changes in HRP03.  See 

CTX118659 for best practices specific to HRP03 installation and maintenance. 

 

Conclusion 
 

Rolling out HRP03 offers significant improvements; however this is not a replacement for a solid and 

well planned design. Implementing /ƛǘǊƛȄΩǎ ōŜǎǘ ǇǊŀŎǘƛŎŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŀŘŘƛǘƛƻƴǎ ƘƛƎƘƭƛƎƘǘŜŘ ŀǎ ŀ ǊŜǎǳƭǘ 

of HRP03 and continuing to actively monitor your farm health, is the key to a stable, well performing 

deployment. Iwtло ǎƘƻǿǎ /ƛǘǊƛȄΩǎ ŎƻƴǘƛƴǳŜŘ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŜȄǇŜǊƛŜƴŎŜ 

through improvements to the XenApp platform.  
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