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Introduction

Hotfix Rollup Pack 3 (HRPO03) for Presentation Server 4.5 and XenApp 5 for Windows Server 2003
contains many optimizations to improve the resiliency, scalability, and performance ofSleate
XenAppdeployments.

Understanding these optimizations and their performance improvements is critical for administrators of
large XenApp farms. During the analysis of the performance of HRP03, utilizing farms sized between 500
and 1000 servers, Citrix eLdbsind significant improvements in key areas of XenApp. Highlights of

these improvements include:

Resiliency Improvements in largéarm election performance reduce downtime by up to 27X following
a data collector failure

Scalability- 2X increase in XMierver throughput when enumerating applications from Web Interface
Performance- Up to a 93% reduction in ZDC to ZDC bandwidth during a full zone synchronization

The focus of thigvhite paper is toprovideadministratois with the technical kowledgenecessaryo

deploy a resilient, scalable, and wp#rforming farm with HRPO3This papeincludes technical details

into the HRPO3 optimizations to provide a deeper insight into the health and correct functioning of a
XenApp farm. Best practices forgeying and maintaining XenApp farms will be covered, including
summarizing existing best practices and explaining changes to these best practices as a result of HRPO3.
Finally, this paper gives detailed measurements of the performance and scalabilftben HRPO3 to

show the importance of deploying HRPO3 in enterprise XenApp farms.
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Farm Design Recommendations

Building a reliable, scalable application virtualization infrastructure starts with glaethed farm
design. Through extensive testinand field experience,ditional best practices for larggcale XenApp
farm design have been added to take advantage of the optimizations in HRPO3.

Historically, an HRP has been focused on delivering a cumulative package of fixes that ease the
administratve burden of maintaining and updating XenApp servers. HRPO03 is much more significant in
scope than previous HRPEhrough analysis of challenging environments both in Citrix eLabs and in the
field, Citrix identified a number of key areimsthe Independat Management Architecture (IMA) service
that could be optimized to offer customers an even more resilient, scalabihighperforming

experience with XenApp.

IMA isthe service resposible for managing static datdynamic dataandall serverto-server
communication Static data is maintained in a SQL database known as the IMA data store, and IMA
maintains all application and server settings in this database. Dynamic data includes session and load
information used for load balancing dmanagement.

Zones and Zone Data Collectors

In IMA, zone data collectors (ZDCs) aggregate and process dynamic data. Folefamte, IMA

selects a zone data collector in each zone via a leader election algorithm. If at any time the current data
collector becomes unreachable or unresponsive, any server in the zmeigger an election and cause

the selection of a new zone data collector. Data collectors are elected based upon the preferences
discussd latert any XenApp server in the farm can becodaga collector if all higheranked servers

are unavailable.

Elections also occur due to network splitsa femote sitdoses network connectivitio the rest of the
farm, the servers in that site trigger an election, as the data collector is how cimabée for servers in
the remote site. In this case, the zone sdihd remote servers temporarily elect their own data
collector. Once network connectivity is restored, another election aicumerge the two zone
partitions into one.

Note: Whereash f £ ydzZYoSNJ 2F &ASNISNE SEA&G Ay istoadt y OK
those servers to larger, parent zones to improve scalability rather than designating a distiect zon

After each zone data collector election, member servers andtermone data collectors replicate their
dynamic data to the newlglected server. This includes load and session informatigihcan range
from a few kilobytes in small farms to several megabytes in large deployments.

Zone Design

Because theession andbad informationwithin a XenAppfarm can grow quite large in enterprise
deployments up to several megabytes to ensure a scalable and resilient XenApp fatris,
imperative that administratorsorrectlydesign zones based upon their network topology.
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When designing zones, the most important variables to considefatency and bandwidthAs

illustrated in the diagram below, XenApp member servers replicate their dynamic data to the ZDC of

their zone. XenApp then uses a star topology for replicatimongzones each ZDC replicates all of its
i2ySQa ReyrFrYAO RFOlF G2 Iff 20KSNJ %5/ & Ay BKS T NY
adequatebandwidthamongzZDCs.For further details on bandwidth requirements, reference

CTX114843 otine Citrix Knowledge Center.

The lower the bandwidth and the higher the latency, the longer a farmstekeesynchronize the
dynamic dateamongzones after an election. While you will note significant improvements in-D@r
bandwidthin the sectiorElection Performancaith HRPO3the historicatecommendatios with regard
to farm design hee not changed. It is still important to minimiziee number of zones in your farmdue
to the fact that each data collector synchronizes all dynamic data wihyesther data collector in the
farm. Create zones for major datacenters in different geographic regiGnsaller remote sites and
branch offices that do not havedequate bandwidtho the other zones should be aggregated as part of
larger zone. The amaint of bandwidth and the impacts of latency are highly dependent on the
particulars of your XenApp deployment. An example is provided imteenational Deployment
scenario in theelection Performance with HRPG®u can use the total amount of bandwhditilizedin
the election performance scenarits help understand the speed at which your €iéd  chnkofmplete
full replicationof dynamic data

Zone Data Collector Selection

XenApp provides four preferences for each server: Most Preferred, Preferred, Default Preference, and
Not Preferred. The first server installed in a zone defaults to Most Preferred, while subsequent servers
default to Default Preference Formore informaton on zone data collector preferences and the ZDC
election process, refer to CTX112525 in the Citrix Knowledge Center.

Citrix recommends selecting one or more servers as backup data collectors by setting their election
preference to Preferred, in additicl settingthe primary data collectoto Most Preferred preference.
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Keep in mind that any serveanbecomea data collector regardless of its preferericeven a Not
Preferred server beconsa data collector if all higheranked servers are unavailable.

For large farms, Citrix recommends having dedicated primary and backup data colleThaservers
assigned these roles should not have any applications publishétem;this ensures that user load
does not interfere with data collector performance.

Note: Administrative tools, such as the Access Management Console and Presentation Server Console
can place significant load on the servers on which they are run and pointed to. For this reason, Citrix
recommends enterprise customers with over 100 serusesthe consoles onlgn norrinfrastructure

servers.

These best practicato not changavith HRP03, however there are somew design considerations as
to the number of Most Preferred and Preferred servers you designate.

New Design Considerations

Settingcorrect election preferences for servers is more important than ever with Hotfix Rollup Pack 3,
becauseHRPO3 optimizes farm behaviorallow data collector elections to occur more quickly when
serversare designated ad/lost Preferredor Preferred These improvementsre discussed in the
sectionOptimizing Election Performance

As a result of the changes in HRPO03, consider the following criteria when selecting election preferences:

e At a minimum, designate at least one Most Preferred and one Rezfeserver per zone. There
is no hard limit to the number of servers you can designate as Most Preferred or Preferred, but
setting a large number of servers with high election preferences i®isufreater network
traffic within the zone.

o Where a singleone spansnultiple physical sites,dr best resiliency, place one Preferred
preference server in each remote site or branch offi@gisninimizes downtimen the caseof
network failure between the primary zone data collector and remote sifiefault and Not
Preferred servers can still become zone data collectors if no higimding server is reachable
Zone data collector elections occur more quicklyam Most Preferred or Preferred servease
elected

¢ Inthe casea single zone is spread across m#N linksand you cannot designate one
Preferred preference server in each siie ensure the HRPO3 servers with Default Preference
are always ranked higheset nonHRPO3ervers to Not Preferred.

Note: Acommon misconceptioisthat newer versions okenApp automatically beconmnedata
collectoisin a mixed farm. This is not true, aimda mixed farmin order to gain the election resiliency
and performance benefits of HRP@®u mustexplicitly designate HRPO03 serverdagtherpreference
than nonHRPO3 servers
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Mixed Farm Implications and Considerations

Citrix supports, but does not recommend, multiple versions of XenApp or Presentation Server running in
a single farnfor an extended period of timeMixed farms are generally usddring the transition

period when performing iplace upgrades. If you do require mixed farms, use them for the shortest
reasonable period of time.

Note: XenApp 5.0 for Windows Server 2003 and XenApp 5.0 for Windows Server 2008 contain different
feature ®ts,soa farm consisting of both versions is considered a mixed farm. Web Interface can be
effective in bridging farms of multiple XenApp versions, allowing administrators to take advantage of the
unique features of each version while ensuring the traosiis seamless to users.

New Design Considerations

Citrix recommends you inst&alRP0O2n allservers runnindgPresentation Server 4.5 and XenApp 5 for
Windows Server 2003A a minimum install HRPO08n allprimary and backugone data collectors
XMLservers, andhe primary and backuparm Metric ServersForadditional resiliencymprovement
upgrace theentire farm toHRP03

The IMA optimizations iRIRPOJave beervalidatedand are supported in mixed farms. However,
mixed farms experience only lireil benefits from thes@mew optimizations Refer to thefollowing
chart for details of the mixed farm limitations

Minimum Mixed Farm Requirements Hotfix Rollup Pack 3 Optimizations
Hotfix Rollup Pack 3 on all infrastructure servers Election Alerting Event Lb@nd Perfmon Counter

(primary and backupzone data collectors, XML 9 f SOl A2y a. tF O1 | 2t S§
brokers, farm metric servers, and data store Election Performance Optimizatioris
servers) Application Enumeration Performance
Optimizations
Application Resolution Performance Optimizatio
Static Data BroadcaBatching*
Dynamic Data Replication Optimizations**
Hotfix Rollup Pack 3 on all servers in a zone ElectionStorm Mitigation
Hotfix Rollup Pack 3 on all servers in the farm  DataStore Corruption Fixes
Improved Offline Server Detection
* - Election sources may not be reported correctly in a mixed farm.
** - These features offer only partial performance benefits in a mixed farm.

The IMA optimizations in HRPO3 are currently only available for the Windows Server 2003 platform, and
are not yet available for XenApp 5 for Windows Server 200gou require a mixed farm with more

than 100 servers and multiple versions of XenApp,di#&gommends that you use XenApp 5 for

Windows Server 2003 witHRPO3or the primary and backup zone data collectas,well asll XML

servers to take advantage of the large farm optimization$liRPO3A backup zone data collector is
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considered to bewny servethat is not the active ZDC, bdesignated with a Most Preferred or
Preferred election preference.

Zone Election Improvements and Farm Impact

As stated in the previous sections, zone data collector elections are a key component of ensuring there
is no single point of failure in a XenApp farfrhe following arehe various improvements HRPO3 offers
to the resiliency and performance of zone datalector elections in XenApp.

Resiliency Optimizations

%l AAOCETT O"1 AAE (11 A6 001 OAAOQGET I
The IMA service consists of multiple thread pools dedicated to specific tasks. Some of these include:

o IMA workerthreadsare responsible for handling recurring tagkach as load updates).

¢ Resolution hreadsare responsible for application resolutions, where the ldaatled server is
calculated when a user launches a new application.

e RPGQhreadsare responsible for incoming requests from commdine tools and SDKs.

¢ IMAtransportthreadsare responsible foreceiving incoming messages from remote servers
throughthe IMA TCP socket and dispatching these requests to the IMA worker and resolution
threads.

ly StSOiGAz2y aofl 01 K2t Sé¢ 02 yapurtiahfailyfe réndeking it dnable K Sy
to perform the tasks of a zone data collector, yet it continues to win elections, causing an outage. The
solution is the addition of internal sethecks to IMA thread pools and memory usage to entaean
unheathy server does not beconmeedata collector. If the IMA worker thread pool is unresponsive for

five minutes or the resolution thread pool is unresponsive for two minutes, the checks fail and the
followingmessage is written to thevent log:

4 ¢ KS InddpéniéntBManagement Architecture (IMA) Service is unresponsive. This server has
been removed from participation in farm activity and data collector elections. To restore this
ASNISNE NBadFNI GKS La! { SNIDAOS®E

Election Storm Mitigation

In extreme circumsnces, election storms can occur when zone data collector elections are
unnecessarily triggered due to network issues or high.lo&ds resultsn downtime for the end users
connecting as the data collectors constantly rebuild dynamic data, prevethtamg from load balancing
incoming user requests. To prevent election storm conditions, adjustments have been made to the
election triggering algorithm over the past few releases, as illustrated ifotlmvingtable.
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Presentation Server 3.0 and Earlier Any single message failure
Presentation Server 4.0 HRPO2 and Later Any single norapplication resolution message
failure
HRPO3 for Presentation Server 4.5 and XenApp Continuouanessage failures forseconds, where:
for Windows Server 2003 e xdepends on the role of the message
e Xxtemporarily increases following an
election

In Presentation Server 3.0 and prior, any single message failure could trigger an election. This caused
problems due to somenessages having extremely short timeouts (such as application resolution
messages used to calculate the lebstded server for load balancinghd sensitivity to the

performance of the existing network infrastructure. In HRPO2 for Presentation Seryéneke

messages were excluded from the electimiggering algorithm.

HRPO3 for Presentation Server 4.5 and XenApp 5 for Windows Server 2003 goes a step further by adding
the notion of election thresholds. Instead of allowing a single message failtnigger a ZDC election,

a continuous message failure for a certain threshold is required. This threshold dapetit role of

the message a message originating from an action in the administrative corsaide less important

than an application resotion failure. The thresholds are also dynamic: immediately following an

election, the threshold valuesre temporarily raised to prevent election storms. This also helps to

isolate specific serversfor example, one server with an intermittent NIC isssi@otable to constantly

trigger elections to hurt the reliability of an entire zone.

The threshold values vary from as low as 15 seconds for failed resolution messages, to as high as two
minutes and 30 seconds for administrative messages that fail darpagiod of rapid elections. In a

mostly idle farm, there may not be frequent enough message failures to reach these thresholds. To
ensure elections occur quickly, despite the additional delay of the thresholds, HRP03 adds active
monitoring of the data allector. Up to four servers are selected based on their election ranking

four servers immediately lower than the current ZDC are responsible for monitoring. These servers ping
the data collector every 10 seconds. If a complete ZDC failure ocanddRPO03 farm, elections occur
quickly due to this constant monitoring.

HRPO3 supports an update to the QueryDC:tadlding act option to view the electiorthresholds. This
updateis included irKenApp 5 for Windows Server 2003 and is also availal@@ 3106317 on the Citrix
Knowledge Center.
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The length of time The threshold
that continuous forfailures will
failures have cause a ZDC

occurred election to
{himm:=s) hegin (himm:ss)

Message Role

Urgent B:88:

Resolution B:88:

IMA B:p0:

Pings A:B@A: Current data

Data Collector - collector and time
Time Since Last Election = (h:mm:ss] sincathis
High Threshold Period -

o Thweshe e Z0C was elected

RS-

Length of time (h:mm:ss)
that the thresholds will be
temporarily increased
following a ZDC election

QueryDC also shows the four different message roles used by HRPO3 to calculate the thresholds. These
roles are explained in the table below.

Role Purpose

Urgent Urgent elections occur when a highemmkedZDC comes on[ine, ZDC preferences a
OKI'y3aISRE 2NJ Yy FTRYAYAAUGNI 02N SGBEX A OA

Resolution Resolution messages include those used to perform an application resolution, wh
the leastloaded server is calculated foyaS ¢ dza SNR A& aSaairzy

IMA IMA messages are used for all other IMA tasks, including administrator actions

Pings Pings are used by IMA to actively monitor the ZDC, and can be sent from the four
servers immediately loweranked than the current ZDC

Optimiz ing Election Performance
Four optimizations improve election performance in HRPO3:

Dynamic Data Reductiog To improve the recovery time following a ZDC failure, the amount of
dynamic data that must be rebuilt has been reduced in HRP03. To do so, theRRMHabkes have been
removed these tables could be seen wiQueryDSand were responsible for tracking the mappings
between applications and servers. Each server repbaate record for every application published on
it, causing the bandwidth utilizatiashuring full synchronization to scale with the number of applications
times servers in the farmThese records were replicated to all data collectors in the farm and used as
the first step in calculating the least loaded server upon application resolutianthese mappings are
really static HRPO3 builds an-memory cache using application/server mappings from the Local Host

Citrix SystempsImproving Farm Performance and Resiliency with XenApp 5 H_



Cache (LHC) instead. This eliminates the need to replicate these mappings over the network following
an election.

Dynamic Data Beching ¢ HRP03 addiirther batching for dynamic data replication. This helps in cases
of highlatency WANs between zones he following sectiorElection Performance with HRR03
explainghe bandwidth differences between HRPO3 and prior releases, hasvthe impact of latency
and bandwidth restrictions on HRPO3.

Backup Data Collector Connectiog®rior to HRPO3member servers only have one socket open to its
ZDC.When a ZDC failure occurred, rebuild the dynamic datahe backup ZD@erformedDNS lookups
for all member servers in its zone and estat#dfiCP sockets to them before replication ocedr In
some environments, this could take a substantial amount of tiH&RP03 member servers now keep
sockets open to all Most Preferred and Rreéd-ranked servers in a zondélowever, the number of
backup ZDCs directly impacts the amount of irgene network traffic.There is no hard limit to the
number of servers you can designate as Most Preferred or Preferred, but setting a large number of
servers with high election preferences resliit greater network traffic within the zone.

Election Thread Finally, HRPO3 adds a dedicated election thread, so that ZDC elections do not contend
with operations in any of IM®& other thread poolsThis impoves resiliency in the case of elections
during periods of high load.

Election Performance with HRPO3
To evaluate theelectionperformance benefits of Hotfix Rollup Pack 3, Citrix eLabs simulated three
largefarm customer scenarios

¢ High-Density Deploymenc A typical customer scenario with 50,000 users on a single farm

¢ International Deployment; A single XenApp farm separated into five sites

e Single Zone DeploymeimtA singlesite customer with an extensive application virtualization
deployment

To measurghe performance of HRPO3, Citrix Presentation Server 4.5 FP1 was used as a baseline. FP1
includes HRP1 on the servade instakition andisreferred to as HRPO1 throughout the rest of this

paper. The zone data collector and XML servers for these tg#iized an HP DL360 G5 with 4 GB of

RAM with dual quadore 2.0 GHz processors. The data store utilized Microsoft SQL Server 2005 running
on an HP DL360 G5 with 4 GB of RAM and a-qoisx1.6 GHz processor. For all tests performed, load
sharing was endbéd.

Note: Best practices dtate disabling load sharing if Zone Preference and Failover (ZPF) policies are in
use. Using ZPF policies with load sharing disabled s@stilte least amount of inte?ZDC

communications and redusalata collectooad. Havever, if ZPF policies cannot be used, leave load
sharing enabled for best performance.
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High-Density Deployment

The highdensity scenari@onsistf a 1,000 server farm, 50,000 sessiong) &oplicationsgpublished to
each userand two zones The intenbf this test is to identify the impact of sessions on election times in
large farm environments. Eltomparisonin this chartshowsa 6 Ximprovement in the replicatiotime

of dynamic data with HRPO3®n addition,bandwidth has beemeduced in the locatone by 56%&and
inter-zone traffichas been reducelly 92% when comparing taRPQ.

These bandwidth charts contain two columns, one for local zones and one for remote ZDCs. Local zone
traffic represents server communication to the data collector, whalmote ZDC traffic represents the
bandwidth between the local ZDC and the remote ZDCs during the election and replication process.

Election Performancein High Density Deployment

(Lower is hetter)

e 114 sec.
125 50

386 MB

100 +~ a0

30

7%

g0 20

ElectionTime (sec.)

18 sec.
" -
ElectionTime Local Zone Remote ZDCs

M HRPO3 LIHRPO1

Total Data Transferred (MB)

10
t3mp  TOMB 3.0MB

The drastic reduction in intezone data transfer is due to the additional batching of dynamic data in
HRPO3 IMA is nowmuch more efficient in replicating the 50,000 session records over the WAN.

International Deployment

The international scenario comprises of a 1,000 server farm, 20,000 sessi0mappli®ations, andive
zones. The intent of this scenario is to identify the impact of zones on election tthé&scomparison
showsa 27Ximprovement in the replicatiotime of dynamic data with HRP03n addition,bandwidth
has beerreduced in the local zone by 98&&dinter-zone traffichas been reducetly 93% when
comparing toHRPO1
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Election Performancein International Deployment

(Lower is better)

228 MB

250 215 sec. %

200 +~ 20 47

150 15

8.9 MB

100 10

ElectionTime (sec.)
Total Data Transferred (MB)

g e, L5MB

ElectionTime Local Zone Remote ZDCs

#HRPO3 LiHRPO1

120 KB

LG Aa SEGNBYStE& AYLRNIFY(G T2 Nedrmméidgtibreofimidmiz®NE (2 dz
the number of zones is not affected by these improvemeftsisgraph shows 1.5 MBf WAN traffic

between zones when an election occur®irly oneof the five zonesln this scenario, the election

occurred in a zone with 4,000 sessions (the 20,000 sessions in the farndigteituted equallyamong

five zones)yet the WAN traffic taoremote ZDCs was half that of the previous kifgimsity scenario,

where an election occurred in a zone with 25,000 sessions. Therefore, additional zones do not improve
XenApp scalability to a larger number of usedsly create zone® improve performane and

resiliency in farms spread across multiple geographic areas.

Theprevious tesillustrates performance in a LAN environment, without bandwidth or latency
limitations. The next comparison shows the same scenario, but #6 milliseconds of latenand a
bandwidth limitation of 1.5 Mbpsle equivalent of a T1yersus the LAN environment from the
previous graph
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HRPO3 Election Performance with Inter-Zone Latency

(Lower is better)

10 25

1.5MB 1.5 MB

15 7

ElectionTime (sec.)

05

Total Data Transferred (MB)

120KB  120KB

ElectionTime Local Zone Remote ZDCs

# 150 mslLatency LI Nolatency

Single Zone Deployment

Thesingle zonescenarioconsistsof a500 server farm 5,000 session®ne zone and2000applications
published to all servers in the farm. The intent of this test islémtify the impact ofapplicationson
election imes. This comparison between XenApp 5.0 HRP03 and Citrix Presentation Server 4.5 FP1
shows the2Ximprovement in the reptationtime of dynamic data with HRP@®d the69% percent
reductionin total data transferred.

Election Performancein Single Zone Deployment
(Lower is hetter)

125 108 sec. =1

20 47

131 MB

75 - 15

ElectionTime (sec.)

%

Total Data Transferred (MB)

ElectionTime Local Zone
M HRPO3 LIHRPO1
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The performance gains in tiengle zonaleployment are primarily due to the removal of the LMS_APP
tables. Note that theeresults only measure local zone traffithere is no remote zone traffic, as this
scenario is a singleone farm.

Application Enumeration and Resolution  Optimizations

The following wo key areas of performance impact the easer experiencerior to applcation launch:

e Application Enumerations the process of returning a list of applications on a farm. Application
Enumeration is performed entirely on the Xigikrver There are two types of enumerations,
which can be seen as separ&erformance Monitor counters on the XMkervers

o FHltered enumerations are performed by Web Interface and the XenApp Plugin for
l2adSR !LJJA IyR FAEGSNI GKS FLILX AOFGA2Yya oeé
o Unfiltered enumeratonsare performed by Program Neighborhoad return all
applicdions on a farm.

e Application Resolutions the process of calculating and returning the address of the-least
loaded server for a given application. Application resolution messages are sent to the XML
serviceand forwarded to thezone data collector. Thecost of application resolutiomcludes
guerying load from remote zones, finding the ledsided server, evaluating Zone Preference
and Failover policies, and returning the address of the resolved server.

HRPO3 improves the scalabilitytbése operationsn XenApp While under light load, the individual
userexperience isoughly the same as beforelRP03 offers better concurrency to handle peak logon
periodsin largeenvironments.

XMLServer¢ HRPO&pplies more intelligent cachinof Securityldentifiers (SIDaused for security

checks in the IMA Servitecatedon the XML servers. In earlier releases, customers with tens of
thousands of users might experience cache thrashing when the number of user and group SIDs
exceeadthe size of the caché hisresulted in additional domain controller lookups when the SIDs used
for application filteringwvere notpresent in thecache. In Hotfix Rollup Pack 3, the caching algorithm has
been enhanced to minimize the number of lookups, which improves logastfor Web Interface and

the XenApp Plugin for Hosted Apps.

Application Resolution MessagesHRPO3 reduces the number of messagegiiredfor application
resolution, resulting on lower load on ZDCs during peak logon periodshasidigherthroughput.

In-Memory Cache for Application Resoluti@nn the past, the application resolution algorithm on ZDCs
used theLocal Host Cache (LHC) to gtver and applicatiomformation. As the LHC is a single
threaded Access database, during high load, there coeldontentionamongapplication resolutions
guenyingthe LHC and other simultaneous actions on the ZRdfv, to eliminate contention with the
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LHCall of the data needed to calculate the ledsaded server is kept inimemory caches on all ZDCs.
The memory impact of this additional cache is negligibla the largest farms, the additional data is less
than one megabyte.

Asynchronous Pings for Offline Server DetecttodRP0O3how provides asynchronoysng messages

used to detect offline servers. This is important, because it is possible for a customer to experience a
catastrophic failure that affects many serverfor instance, a UPS or switch failure coelidhinatean

entire rack of serversln thiscase, dozens of member servers could simultaneously go offline. In the
past, the IMA ping logic was synchronoudDCs could only check servers ahatime to determine
whether they were online. HRPO03 can check all member servers in the zone in patiallel
asynchronous ping messagesgchthat if a large number of servers simultaneously go offlinegrall

quickly removed from load balancing.

Application Limitsg Hotfixes PSE450R03W2K&D(for 32-bit) and PSE450R03W2K3X64014 (febig4
released shdly after HRPO3address the scalability of load balancing with application limits enabled
both farmwide and petuser. The results in the next section show drastic performance improvements
with this hotfix on applications with limits enable@itrix reommends applying this hotfix on any ZDCs
for farms using application limits

This hotfix reduces the number of memory allocations performed by the application limit checks.
Previously, on farms with thousands of sessions, megabytes of memeogtemporaily allocated at

each application resolution, resulting in memory spikes, high CPU load, and poor scalability on-multiple
CPU systems. Thistfix optimizes the algorithm to calculate application limits and eliminates these
issues.

Application Enumeration and Resolution Performance

Theapplicationresolution time is dependent on the number of servers to which an application is load
balanced. This is due to tlzene data collector searcingthe entire list of servers in order to find the
least loaded serveiVhen comparing resolution times from HRPO3 to CPS 4.5 FP1 \Wriglaterface
resolution times arel9 millisecond$aster and Program Neighborhood resolution times Hpe
milliseconddaster. HRPO3 offers a slight improvement in these areas, but this is not a noticeable
impact under light load.
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Load Balancing Performance at 1,000 Servers
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Similarly, application enumeration did not show a substantial change in performéineas

determined that application enumeration time figimarily dependent on the number dfltered
applications and inot substantially affected by farm size or the total number of applications in the
farm. The testing was performed on a®8erver farm with 500 applications published all servers,
and50 filtered applications for the user utilized in testing. There is no significant deviation in times
between XenApp 5 HRPO3 and CPS 4.5 B&law is the time that it takes for a single user to obtain a
list of filtered applications.

Application Enumeration Performance at 50 Filtered Apps
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I wt n o Qa provément cothes at peak logon times and shows an ability to sustain a higher number
of userconnectionswith the same hardwareThe following measurements show the scalability of
HRPO3 by measuring the maximum sustained user rate of application enumeratid resolutions.

The application resolution metrics wecellected using Wb Interfaceconnectiors throughmultiple
XMLservers This was done because the ZDC can scale to a larger number of user connections than a
single XMlserver
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Note: Small farm®f under 100 servers can usually usee data collectors as XML servers. However,
to handle peak loathrge farms may require multiple dedicated XML servétenitoring the utilization
of XMLserversandZDCss critical to maximizing your ZDC performa. Adding additional XML serser
can improve performance when the ZDC is not the limiting factor.

Thefollowingchart shows the improvements in application resolution scalability. With HRP03, the
throughput of a single data collector has increase®9Yo. This allows for a better enuder experience
during peak logon times. The scalability increase in concurrent resolutions is due to both the reduction
in LHC access and the increased performance of single resolutions.

Onefeature thathasa significabhimpact on your resolution performanceagplicationlimits. The
following chartbelow shows the impact on both HRPO1 and HRPO03, and the improveneent
performance thaPSE450R03W2K3021 and PSE450R03W2K3X8#014

Load Balancing Throughput at 20,000 Sessions
(Higheris hetter)

200 .
160

120 -
80

40

Max Logon Rate {Users/sec.)

Mo Application Limits Application Limits Enabled

H HRPO3 + PSE450R03W2K3021 M HRPO3 L1HRPO1

With HRPO3, significaithprovementsto the scalabilityof application enumeratiofave been made

Now, one XMLservercanperform over twice as many enumerations per second as previous releases.
Applicationenumerations have no impact on the ZDC while resolutionsGitsixrecommenddoad
balancing between aufficientnumber ofXMLserversto ensure a good user experience on
enumeration. When performance from HRPO3 is comparddR®01the throughput of enumerations
has increased byx
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Application Enumeration Throughput at 50 Filtered Apps
(Higher is better)
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Web Interface

Static Data

HRPO3 includes optimations to IMA static (configuration) data to improve the performance in large
farms and to reduce instances of data store corruption.

Static Data Broadcast Batching

Changes to static data (such as farm, server, and application settings) can placdaathagethe ZDCs

of a farm. Many common administrative tasks are actually hundreds of updates to the IMA data store.
These include:

e Changing a farmwide settingq Each server that inherits the setting must update its server
settings object.

e Renaming azone¢ Each server object must be updated to reference the new zone name.

e Removing a server from the farmFor each application published on the server, the
application object must be updated to remove the server mapping.

To reduce the ZDC loddRP03 dalys and batches statidata updates to combine multiple updates into
a single messageT his process is illustrated in tf@lowing diagram.
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. 4. DCwaits 5 6. Other DCs wait up
1. Changeis made on the to 5 seconds, then

Management Console Secondsfarany
other LHC updates forward batched

information to their
member servers
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e Member Server
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k. |
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=[] =
Data Store 5.DCsend the Member Server
batches changes to
2.Member server 3.Member server the member servers
writes the change to forwards the change to inits zone and other
the Data Store and LHC the Data Collector DCs

Note that the maximum delay between any management console change and a remote zone member
serverupdateis 10 gconds. Administrators may notice a slight delay between publishing a new
application or changing application or server settings, but this should have no impact to end users.

Reduction of Data Store Corruption

Data store corruption occurs due thiscrepancies the IMA data store where inconsistencies occur as
records are concurrently modified. These inconsistencies can be fixed wily&feck tool, but HRP3
offers four optimizations to minimize the occurrences of corruption.

Read Committed Bnsaction Isolationg HRP03 changes the transaction isolation level for data stores
using Microsoft SQL Server. Previously, IMA used Read Uncommitted isolation for all reads. As of
HRPO3, the isolation level used for reads is Read Committed. Thisdalititsnal locking to reduce data
store corruption, the performance impact of which is mostly offset by the other optimizatimhsded

in HRPO3

Error Handling of Deadlocked TransactioQsiRPO3mprovesthe error handling of deadlocked
transactions. Asynchronization mechanisms can deadlock, deadlocks can also occur between two SQL
transactions. In this cas& break the deadlockSQLServerrolls backone of the transactionsErrorsin

the handling logic for these rollbacks have been fixedRP03

Optimizations to Data Store Index Tabt#lRPO03 optimizes updates to the IndexTable in the data store.
The IndexTable is one of the four tables in the IMA data siseel to improve the performance of
searches. Previously, when updating an object indidita store, all corresponding IndexTable rows
were deleted and reinserted. HRPO3 now only updates rows that have changed.

Updates Using Deltag HRPO2lso adds an optimization to improve concurrent updates to a single data
store object by computing theatta of an update and only modifying the portions of the binary BLOBs

Citrix SystempsImproving Farm Performance and Resiliency with XenApp 5 H



that have changedThe followingdiagram illustrates how thigptimizationprevents corruptiorwhen
two administratorsare simultaneously modifying the same application object. InékEsmple, an

FRYAYA&GNT G2N OKI y3Sa
FRYAYA&AUGNF G2N OKI y3aSa

aSO02yR

1. An object is read from the
Diata Store into memory with
Read Committed isolation,
allowing the data store
ohject to be modified.

idKS

2, Anin-mermory
shapshot of the
ohject is taken

Attribute Value

U

GdKS

A S B BEdEntaRiffefest bdnsblé S
I LILX AOI A2y Qa

Attribute Value

Apphame S ward Apphame S ward
IMA Data Stori/ Servers Serverl Pl servers Serverl
\_/ Users Ananymaus Users Ananymaus

Attribute  Value 3. The ohject is 4, The delta of the

spphare M Waord <:: modified by an m.odlfled.and.
administrator’s ariginal object is

Servers Server2 change computed

Users Ananymaus

7. The merged ohject is
written hack to the
data store. The re-read
with Repeatable Read
locks the database
rawy, ensuring no
concurrent updates

accur

=N

Attribute Value

Apphame S ward
Servers Serverl
Users Employees

Attribute

Apphame S ward

P

5. The ohject is re-read from
the data store with
Repeatable Read isolation.
Mote that another server has
changedthe data store ohject
since the original read.

\ v
Attribute

=

Yalue

-Serverd
+ Server?

SBrYers

Servers Server2

Users Employees

Large Farm Self-Tuning

Prior to HRPO03, the Automatic Farm Tuner utility was recommetalaghe IMA for large farms. This

&, The delta is merged with
the re-read ohject, preserving
both changes.

utility setsthe following four registry values on IMA zone data collectors to provide optimal
performance to large farms:

[HKEY_LOCAL_MACHBEFTWAREItriXx IMA]
WorkQueueThreadCount (DWORD)
IsolationWorkQueueThreadCol(DWORD)
EventTimeout (DWORD)

LILI A Ol
dza
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[HKEY_LOCAL_MACHBEFTWAREItriA IMAIRUNTIME]
MaxHostAddressCacheEntries (DWORD)

New Design Considerations

With HRPG@, the default values are now seifning at IMA startup, so running Automatic Farm Tuner is

no longerrecommended. The MaxHostAddressCacheEntries option is now obsolete. You can continue to

use WorkQueueThreadCount and IsolationWorkQueueThreadCount to raise the number of IMA worker
threads, but they are ignored if the values are lower than the valuesfcdici SR 0 &tuning ! Qa aSft ¥
mechanism. Changing the EventTimeout setting continues to override the values calculated by IMA at
startup.

¢2 NBldzyS GKS FIENY FFGSNIFRRAY3I 2NI NBY2@Ay3 | £ N
ranking, restartthe Citrix IMA Service on all primary and backup zone data collectors.

Farm Monitoring & Stability

HRPO&dds two new Event Log messages am&dormance Monitocounter to help identify and
troubleshoot zone data collector elections. These event logsegss are picked up and reported by the
Citrix Suite Monitoring and Alerting (SMA) Service. Administrators should monitor for these messages
using SMA, EdgeSight, or thjpdrty monitoring tools to detect any zone data collector problems.

Prior to HRPO3dentifying the root cause of data collector elections was difficult. Now, upon the
triggering of any electioriRP03 servers that are elected ZDC now write the following event log
message:

Q)¢
(7))

a! RIFEGEF O2ft SOG2N) St SOUA2Yy @&208ELIS¢ed SERVERRWaS &
St SOGSR a GKS ySg RIGIF O2ftf SOG2NWE
When a zone data collector election occurs, the event log message alerts the administrator and
identifies the server that first triggered the election. If unexpected elections occur withpoiha data

collector failure, use the source listed to troubleshoot the root cause:

e If the same server is frequently listed as an election source, check the health of the server listed.
Ensure that the server is not overloaded in terms of CPU load, mentiskyspace, or network
Lkho lfaz2sy OSNRATFE GKIG GKS aSNBSNRa ySias2N)] O
e If the source varies, check if the source can be narrowed down to a specific network segment or
remote site. This symptom frequently points to network connectigsyes.
e If the source does not point to any specific server or sitsurethat DNS igunctioning
correctlyand that all member servers can resolve the huate of the zone data collector.
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Note: HRPO3 provides an event log message for each electibopbuone server is identified as the
source of the election. Often, when an actual zone data collector failure occurs, multiple servers trigger
an election simultaneouslyput the event log message only identifies one of the servers. Thus, it is best
to use the election source for troubleshooting only after multiple elections have ocaumesingle zone
data collector election is not cause for concern.

As discussed previousiA now includes additional internal s€fK SO{1 a (2 LINB@Syid St SO
holS éssues If IMA detects this condition, the following event log message is written:

G¢KS /AGNRE LYRSLISYRSY(G al yF3asSySyid ! NOKAGSOG dzN
has been removed from participation in farm activity and data collector eestiTo restore
GKAa aSNBSNE NBadkNI GKS La! {SNIAOS®E

HRPO3 also adds an additional performance counter, Zone Elections Triggered, which increments each
time a server triggers a zone data collector election for its zone. This counter appears under the
MetaFramePresentation Server performance object.

Finally, note that the values of the existing Zone Elections and Zone Elections Won might differ between
HRPO03 and neAIRP03 servers. Prior HRP0O3these counters incremented only when a zone data
collector election caused the zone data collector to chahtjeP03these counters also report elections
where the same server is+#aected as the zone data collectofhis provides visibility to member

servers that unnecessarily trigger elections.

Note: Additional documentation on best practices can be found in the Citrix Knowledge Center. See
CTX118742 for additional details on monitoring the health and stability of XenApp. firimglocument
containsbest practices for all of XenApp, and has been updated to reflect the changes in HRP03. See
CTX118659 for best practices specific to HRPO03 installation and maintenance.

Conclusion

Rolling out HRPO3 offers significant improvements; however this is repi@cement for a solid and

well planned designmplemening/ A i NA EQ& 06S&i LINI OGAOS&as AyOf dRAY T
of HRP0O3 and contimmgto actively monitoryour farm health, is the key to a stable, wederforming

deployment] wt no aK2ga /AGNRAEQA O2y(iAydzsSR O02YYAGYSyd G2
through improvements to the XenApp platform.
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